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B ig healthcare data have become ubiquitous, and dis-
cussions about such data often focus on outcome 
metrics and healthcare costs. However, the jump 

from a raw database to an analytical file is fraught with is-
sues. There are problems of governance, data distribution, 
and accessibility that data holders must overcome before 
researchers and policy makers can benefit from the data. 

In this study, we discuss how one research-oriented, data-
holding organization, the Health Care Cost Institute (HCCI), 
has addressed some of the barriers to effective data use.1 
HCCI is a nonprofit, nonpartisan, independent research in-
stitute that serves as the repository of healthcare claims for 
more than 50 million Americans per year (for 2007 through 
2013) from 3 of the nation’s largest insurers. HCCI holds in-
dividual insurance, group insurance, and MedicareAdvan-
tage data in a manner compliant with the Health Insurance 
Portability and Accountability Act (HIPAA) and antitrust 
law, and in a manner that addresses insurers’ concerns about 
company confidentiality. HCCI licenses and distributes data 
to research institutions. HCCI’s current challenge is building 
a scalable, secure data distribution system to support timely, 
independent healthcare research. Below, we describe HCCI’s 
approach to data governance and distribution, and we ex-
plore ways in which technology may help data holders pro-
mote public research.

BACKGROUND
As recently as 6 years ago, data on healthcare costs were 

relatively scarce. Some states, through either local initiatives 
or national efforts, had hospital reporting on healthcare uti-
lization.2 Other states had launched efforts to mandate the 
reporting of healthcare claims from private insurers.3 Some 
organizations, such as Blue Cross Blue Shield or Thompson 
Reuters (now Truven Health Informatics), had commercial-
ized private healthcare data from a limited set of insurers 
and/or employers.4 
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ABSTRACT

Objectives 
Billions of dollars have been spent on the goal of making health-
care data available to clinicians and researchers in the hopes of 
improving healthcare and lowering costs. However, the problems 
of data governance, distribution, and accessibility remain chal-
lenges for the healthcare system to overcome.

Study Design
In this study, we discuss some of the issues around holding, 
reporting, and distributing data, including the newest “big data” 
challenge: making the data accessible to researchers and policy 
makers.

Methods
This article presents a case study in “big healthcare data” involv-
ing the Health Care Cost Institute (HCCI). HCCI is a nonprofit, non-
partisan, independent research institute that serves as a voluntary 
repository of national commercial healthcare claims data.

Results
Governance of large healthcare databases is complicated by the 
data-holding model and further complicated by issues related 
to distribution to research teams. For multi-payer healthcare 
claims databases, the 2 most common models of data holding 
(mandatory and voluntary) have different data security require-
ments. Furthermore, data transport and accessibility may require 
technological investment.

Conclusions
HCCI’s efforts offer insights from which other data managers 
and healthcare leaders may benefit when contemplating a data 
collaborative.
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Today, healthcare data, in general, are more available. 
The federal government has a number of ongoing initia-
tives. HHS began an effort to build a national multi-payer 
claims database to support comparative effectiveness re-
search.5 CMS embarked on efforts to make Medicare data 
more available to the states and launched the Qualified 
Entity program.6 CMS also invested in the creation of a 
virtual research data center to make Medicare data more 
accessible to researchers. Additionally, the Affordable 
Care Act and the American Relief and Recovery Act in-
creased provider use of electronic health records.7,8 Some 
states mandated all-payer claims databases (APCDs) to 
support insurance regulation and inform public health 
policies.4 Other states, in particular Hawaii and Arkansas, 
have used federal dollars available from the Center for 
Consumer Information and Insurance Oversight (CCIIO) 
to initiate public reporting efforts based on claims data.9 
Employers and communities are also collecting and shar-
ing data on local healthcare markets.10,11 The Midwest 
Health Initiative holds health data on some 1.8 million 
residents of St. Louis, Missouri, and 18 nearby counties.6 
The California Healthcare Performance Information Sys-
tem (CHPIS) collects data and reports on physicians.7 

There is more reporting of healthcare prices to con-
sumers through the Internet. FAIR Health, a nonprofit, 
“offers unbiased data products and services to consumers, 
the healthcare community, employers, unions, govern-
ment agencies, policymakers, and researchers.”12 Castlight 
Health, Inc, offers transparency services to the employees 
of businesses enrolled in their system “to enable employ-
ers and health plans to lower the cost of healthcare and 
provide individuals unbiased pricing and quality infor-
mation to make smart healthcare purchase decisions.”13,14 
Though both these initiatives hold multi-state data from 
multiple data suppliers, their respective scopes limit access 
to their pricing information. When data are available for 
the patient’s location, FAIR Health provides healthcare 
cost information to the public via billing codes. Castlight 
provides their clients’ employees with price transparency 

services but does not provide this infor-
mation to the public. 

Perhaps unique among these efforts 
is HCCI, a nonprofit research institute. 
HCCI was launched in 2011 with the sup-
port of 4 of the nation’s largest national 
health insurance companies: Aetna, Hu-
mana, UnitedHealthcare, and Kaiser Per-
manente.1 Overseen by an independent 
governing board principally composed of 
academic economists, the institute’s pub-

lic mission is to report on trends in cost and utilization, to 
make commerical claims data available for research and, 
most recently, to help states.1 To support these missions, 
HCCI assembled a national multi-payer claims database 
with allowed amounts (actual prices paid to providers for 
services). HCCI has released several reports describing 
national trends in healthcare spending, prices, and utiliza-
tion, and has provided statistically de-identified databases 
to research institutions for noncommercial purposes. To 
do so, HCCI has addressed 2 of the key barriers to using 
big healthcare data: governance and distribution. 

GOVERNANCE
Health data organizations, whether they are public 

or private entities, face challenges in holding healthcare 
data. Foremost is getting permission from the owners of 
data (healthcare payers, providers, and patients) to as-
semble a database (data contribution). Then, organiza-
tions face a series of challenges related to keeping the 
information private and useful. The way an organiza-
tion collects data changes the way it responds to these 
challenges.14 

Mandatory Contribution Models
Most holders of multi-payer health data receive their 

data through a mandatory contribution model (MCM). 
MCMs occur when a state government requires that in-
surers, providers, and/or employers provide healthcare 
data for statutory purposes (such as insurance or provider 
regulation).4 A common form of MCM is the mandated 
state all-payer claims database. Many MCMs require data 
owners to provide healthcare claims using unique data 
extraction rules, such that many states operate with dif-
ferent data specifications.15 Not surprisingly, this sort of 
effort is costly. States face significant costs as they develop 
customized solutions and analytic results.16 For example, 
for fiscal year 2015, Maine’s MCM-governed ACPD may 
cost the state about $1.66 per Maine resident.17 Moreover, 

Take-Away Points
Research-focused data organizations face challenges in holding and distributing 
healthcare data. Using the experience of the Health Care Cost Institute as a model, 
the authors explore approaches and obstacles to making claims available to re-
searchers.

n	 	 There are 2 common models for holding multi-payer health claims data. 

n	 	 Date security requirements will vary depending on the model. 

n	 	 Data licensing requirements will be complicated by the Health Insurance Porta-
bility and Accountability Act, anti-trust regulation, and other issues. 

n	 	 Two external issues, data transport and access, may require more technological 
investment to make data research-ready.
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ber 2013, Hawaii asked commenters to detail potential 
issues involved with moving from a VCM to an MCM, 
including questions regarding sustainability, data owner 
relationships, and data standards.

One key governance issue with TCMs is data licens-
ing. When contemplating a TCM, one should be aware 
that data licenses are not necessarily transferable if the 
data holding organization’s legal structure changes. For 
example, if the model begins as a nonprofit effort (like 
HCCI) and is then integrated with a state or federal 
agency, the data licenses will likely need to be renegoti-
ated, and currently held data may have to be destroyed. 
If a VCM becomes an MCM without changing legal 
structure, a data holder may avoid this potential legal 
hazard. 

Data Privacy and Confidentiality
Depending on the data contribution model, the data 

holder may have different protected health information 
requirements. To ensure privacy, VCMs often face more 
restrictions than do MCMs. Qualified entities and state 
agencies are not as restricted by HIPAA as other data 
holders. 

HIPAA provides federal protections for personal 
health information and constrains the data available 
for research.2 However, HIPAA generally provides that 
health information is not individually identifiable if 
someone, with appropriate training and accepted sta-
tistical and scientific methods, determines that the risks 
of identifying an individual in the data are small. Using 
this framework, HCCI uses and distributes “statistically 
de-identified databases.” HCCI currently distributes 
2 statistically de-identified claims “data views,” distin-
guished by the protected health information allowed in 
each. For example, one view has year of birth, whereas 
the other has patient zip code. To maintain statistical 
de-identification, research teams may not combine or 
merge the data views. This approach allows researchers 
to receive the richest claims data possible in an HIPAA-
compliant manner. 

In addition to HIPAA, everything that an MCM, a 
VCM, or a TCM does must conform to applicable anti-
trust law. In the case of HCCI, there is a 1-way flow of the 
data from the data contributors to HCCI. The data con-
tributors have no rights to the combined database or any 
access to the combined database. Every research product 
generated by HCCI undergoes a legal review for antitrust 
issues. Finally, HCCI does not perform any proprietary or 
confidential research using its data on behalf of the data 
contributors.

multiple data feeds and multiple reporting systems bur-
den providers and payers who cross state boundaries. 
How much MCM compliance costs providers and payers 
has not been documented.

Voluntary Contribution Models
An alternative to the MCM is the voluntary con-

tribution model (VCM). VCMs are a contractual ap-
proach in which data owners voluntarily contribute 
information to a data collaborative. Many VCMs are 
associated with not-for-profit entities such as HCCI, 
the Wisconsin Health Information Organization, and 
the Midwest Health Initiative.6,18 A growing number of 
states are considering a VCM, and in at least 1 (Vir-
ginia), the Commissioner of Insurance has negotiated 
insurer participation in a statewide data-sharing effort.19 
VCMs require greater confidence-building than MCMs, 
as the entities providing the data voluntarily relinquish 
some control of their data. For example, HCCI and its 
data contributors entered into a series of agreements that 
govern how the research institute can use these data and 
the terms under which it can license these data. HCCI 
maintains an internal data integrity committee whose 
mandate is to ensure that HCCI’s activities conform to 
the law and to its contractual obligations concerning the 
data. Even with the cost of coordination, this type of ef-
fort could be less costly than an MCM. A national or 
multi-state VCM is very scalable for both the VCM and 
for data owners as long as each contributor sends 1 feed 
for all geographies with a common set of data definitions 
and requirements. Scalability for a VCM declines if it is 
restricted to the state or sub-state level, or if the VCM 
has not sufficiently invested in data standards. However, 
VCMs may not have the utility for some state purposes 
as MCMs do, in part because consensus, not statute, dic-
tates data use. 

Transitional Contribution Models
A number of states are also contemplating develop-

ing hybrid contribution models wherein data contribu-
tion would begin as a VCM and then transition to an 
MCM. These transitional contribution models (TCMs) 
would operate initially as VCMs and, after a start-up pe-
riod, transition into MCMs. Helping drive the emergence 
of the TCMs are CCIIO grants to support rate reviews 
and price transparency.20 Both Arkansas and Hawaii 
have indicated they are interested in developing a TCM 
using the Cycle III grant funds. Arkansas has released a 
request-for-proposal to support building its data center as 
a VCM and then transitioning it to an MCM.9 In Decem-
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Data Use 
Once governance around data holding has been satis-

fied, data holders need to address the issues of data use. 
License agreements, at a minimum, need to deal with 
the HIPAA. In addition, data holders often address the 
rights to publish and ownership of any intellectual prop-
erty developed. Finally, the inadvertent or intentional re-
lease of company confidential information is of particular 
concern to data contributors, regardless of contribution 
model, and may require scrutiny of research and data 
products. 

For most VCMs and MCMs, data are licensed after a 
proposal is made by researchers. Typically, a research com-
mittee reviews the proposal and may require research to 
be governed by an institutional review board. At HCCI, 
a scientific review committee reviews all research propos-
als, including those with funding from peer-reviewed in-
stitutions such as the National Institutes of Health. This 
committee is composed solely of academic researchers, 
and data contributors have no representation on the 
committee. HCCI data use, furthermore, is limited to the 
proposed purposes. 

Unlike most VCMs or MCMs, HCCI does not license 
data directly to the researcher. Rather, HCCI licenses 
data to the researcher’s university on behalf of research-
ers. Licensing data to universities can make the data more 
widely available to research teams. HCCI’s Academic Re-
search Partnerships allow a university to license multiple 
projects (including student projects) per year. In addition 
to saving the time of negotiating individuals’ data licens-
es, this allows a university seeking to support or build a 
research program around healthcare claims data to do 
so more efficiently. As discussed elsewhere here, it would 
also allow universities that do not have sufficiently robust 
research technologies to leverage the technologies HCCI 
has developed for data distribution and research project 
management. The result is secure uses of the data by mul-
tiple research teams.

However, licensing data to universities is not as 
straightforward as one might think, as university attor-
neys are inclined to want to renegotiate standard license 
terms. Because HCCI is a VCM, certain terms are simply 
not negotiable, and these constraints must be recognized 
in the license. Some clauses, such as choice of jurisdiction, 
are quickly resolved. Issues that tend to slow down the 
licensing process are confidentiality provisions and intel-
lectual property rights. 

To protect against the intentional release of confiden-
tial information, MCMs and VCMs have to take steps 
to reduce potential violations. HCCI developed a set of 

masking rules generally designed to deal with how prices 
are publicly reported, as these are the salient pieces of 
information that give rise to antitrust concerns. These 
rules do not constrain research but do prohibit report-
ing of analyses at the data contributor level. As is typical 
with health data, the rules allow raw reporting of specific 
service prices within a specific geography when the data 
meet a critical threshold of observations. When research-
ers who want to report on a specific service in a specific 
geography do not meet the thresholds, they are required 
to either expand the geographic area, select a different geo-
graphic area to highlight, or aggregate the service data. 

Distribution and Accessibility
After governance issues, the data holder faces 2 major 

technical challenges to distributing data in a world of rela-
tively rich storage options: transport and updating. Data 
holders whose purpose is to help inform knowledge about 
healthcare also face another challenge—making data ac-
cessible to research teams who lack the current means 
of processing large data. As HCCI’s public mission is to 
promote research and reporting of healthcare costs and 
utilization, it has had to address these challenges and is 
developing innovative solutions.

Transport
After the data are licensed and are ready for distribu-

tion, the data holder needs to transport the data to the end 
user. Depending on the size of the data, the technical ca-
pacity of the data holder, and the technical capacity of the 
data recipient, 2 forms of transport are commonly used: 
physical transport of a data drive through a courier service 
or electronic transmission through a secure gateway. 

Physical drive transmission is very common with Medi-
care data, and Buccaneer, the Medicare vendor, physically 
transports secure files to research teams around the coun-
try.21 The Agency for Healthcare Research and Quality 
also provides physical copies of hospital inpatient data.2 

Less common is the use of electronic transfer gateways, 
although this method is gaining popularity, particularly 
as costs decline. Gateways offer greater control over data 
transmission, require a direct link between repository and 
recipient, and require recipients to provide more detail 
about their data security. However, there are technological 
constraints to transmitting large databases over networks. 
For example, 1 year of employer-sponsored insurance claims 
data from HCCI are approximately 325 GB in a flat file. If 
the data are transmitted in a standardized analytic format 
(such as a *.sas7bdat or *.dta), the base file is much larger, 
which can make transmission on relatively weak connec-
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tions impossible. In HCCI’s experience, transmissions to 
major research universities work well in the range of less 
than 100 GB, resulting in multiple file segments that must be 
reassembled at the university. Transmissions to recipients 
who lack significant bandwidth can be prohibitively slow.

Updating
The main benefit of a secure gateway is that it can also 

help data holders simplify the otherwise complex pro-
cess of data updating. Unlike many other forms of data, 
health data are not static. Claims data go through 3 stag-
es—filing, processing, and adjudication—with the tim-
ing of each dependent on the source of claims, the payer, 
and the patient. In the case of prescription claims, filing, 
processing, and adjudication can be accomplished on the 
same day. In the case of organ transplants, it may take 
more than 18 months to complete the adjudication. 

For claims that are not fully processed, the data holder 
needs to decide whether it will offer raw, consolidated (de-
tailed transactions with current claim payment statuses), 
or adjudicated (paid and final) claims.22 Some APCDs 
update data holdings (using either raw or consolidated 
data) to include new payment information monthly or 
quarterly. Thus, a researcher who received data in Janu-
ary likely will have different data from another researcher 
who received data later in the year. One alternative is to 
provide only adjudicated claims data, which is the option 
that HCCI uses. As a result, filed but unpaid claims are 
not included. All data holders need a policy on run-out. 
If claims are collected and aggregated by year (be it calen-
dar or fiscal), the data holder needs to decide how many 
months need to pass before it declares a year complete. In 
the case of HCCI, data are collected by calendar year with 
6 months of run-out. This means that for care provided 
in 2007, HCCI does not receive data until 2008. HCCI 
also collects data with 12-, 18-, and 24-month run-out and, 
therefore, holds at least 99% of adjudicated claims.

Data holders will find the use and distribution of an-
nual health data files complicated by changes in the data 
contributors. In an MCM, the number of data contribu-
tors should not retroactively increase as long as regula-
tions do not change. In a VCM, the number of data 
contributors may change. HCCI has set as a policy that 
data should be retrospective from 2007 onward; there-
fore, a researcher requesting a data update will need file 
replacement if HCCI acquires more data contributors. 

Accessibility
Most academic research teams do not have the dedi-

cated resources needed to store, process, and analyze large 

claims files. As of today, many claims data holders, includ-
ing HCCI, cut customized files for researchers. Although 
some researchers may need only aggregated data, even 
highly aggregated databases can overwhelm the most 
advanced desktops. Successful users of “big health data” 
will need to invest in technology if other solutions are not 
available. 

The researchers’ challenges are also the data holders’ 
challenges, particularly if the data holder is committed to 
supporting research. One solution is to push academic re-
searchers to better leverage their existing infrastructures. 
As noted previously, HCCI is licensing data to universi-
ties and research institutions for use by multiple research 
teams. This partnership approach allows universities with 
data centers to use their processing assets for multiple 
projects over time and with a standard update schedule. 
Another solution is outsourcing the hosting for indi-
vidual projects. HCCI may provide research teams with 
a set of suggested vendors whose security and technical 
requirements meet HCCI standards. 

Alternatively, data holders who wish to promote re-
search may need to invest in information technologies 
to make their data more widely available. This is the ap-
proach that HCCI is considering as a mechanism for ad-
vancing research and collaboration on healthcare data.23 
A robust virtual data research center could provide col-
laborative research teams with access to data within a se-
cure environment. Such an environment would include 1) 
a query-ready database with limited data-merge capacity, 
2) a secure portal by which authorized users can access 
the data, 3) secure and private storage for researchers, 4) 
isolated silos to keep research teams segregated and sepa-
rated, 5) monitoring capacity, and 6) analytic tools. At this 
time, few vendors have both the processing power and 
analytic prowess to support research infrastructure.

CONCLUSIONS
Advances in information technology have made it 

possible for healthcare researchers and other stakehold-
ers to have access to greater healthcare data. Problems ex-
ist with the scale of the data, standards for data holding, 
governance, reporting and privacy, and rights to owner-
ship. However, the greatest challenge—making “big data” 
accessible to research teams with great ideas but limited 
resources—remains unsolved. Future advances on the ho-
rizon may help to eliminate some of these concerns, but 
healthcare leaders should not expect an explosion of new 
data insights without investment in basic health services 
research infrastructure and technology.
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